
Recommended courses - 12 month program
Month Course Learning objectives Category

1

Awareness Intro Kickstarts your colleagues' knowledge and understanding of Cyber security and the GDPR. 

Covers basic topics like: 
      Identifying phishing mail red flags 
      Creating secure passwords 
      Identifying what personal data is

Cybersecurity/GDPR
Phishing

Passwords

Personal Data

2 How to handle a phishing mail
      Learn to recognise a phishing mail 
      When to take action and warn others to be on the lookout

Cybersecurity

3 Email and personal data
      Be able to identify personal data in emails 
      Implement practices that help avoid security breaches 

GDPR

4 Protect your work computer       Covers four good habits that can vastly improve cybersecurity Cybersecurity

5 Giving out personal data
      How to identify situations where your colleagues might be in danger of 
      giving out personal data 
      How to avoid this pitfall and still be helpful

GDPR

6 Two-factor authentication
      How two-factor authentification works 
      How to enable it 

Cybersecurity

7
Posting pictures and videos 
online

      A practical guideline of when your colleagues can and cannot post 
      pictures and videos online

GDPR

8 Phone scamming
      Helps your colleagues identify when they are being contacted by a 
      phone scammer 
      Tips to handle this situation   

Cybersecurity

9 Protect personal data
      Concretises when personal data in jeopardy 
      Why it is important to follow your organisation’s guidelines 
      What can happen if your colleagues stray from them 

GDPR

10 Hacking on social media
      Helps your colleagues identify when their account has been hacked 
      What they can do to verify and stop the harm from spreading 

Cybersecurity

11 Legal grounds for processing
      Be able to identify when there is a need for legal grounds to process data 
      When to ask for help

GDPR

12 Safe surfing
      Helps alert your colleagues of the potential danger of clicking on bad links 
      What to do if they have clicked on something that could be dangerous Cybersecurity

https://cyberpilot.io/introduction-to-awareness-training/
https://cyberpilot.io/phishing-training-course/
https://cyberpilot.io/passwords-training-course/
https://cyberpilot.io/personal-data-in-gdpr-trianing-course/
https://cyberpilot.io/how-to-handle-a-phishing-mail/
https://cyberpilot.io/email-and-personal-data-training-course/
https://cyberpilot.io/how-to-protect-your-work-computer/
https://cyberpilot.io/giving-out-personal-data-course/
https://cyberpilot.io/two-factor-authentication-course/
https://cyberpilot.io/posting-pictures-and-videos-online-training-course/
https://cyberpilot.io/posting-pictures-and-videos-online-training-course/
https://cyberpilot.io/phone-scamming/
https://cyberpilot.io/protect-personal-data-course/
https://cyberpilot.io/hacking-on-social-media-training-course/
https://cyberpilot.io/legal-grounds-for-processing-training-course/
https://cyberpilot.io/safe-surfing-training-course/

